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1 Executive Summary 
 

The SOA Consulting Services (SOACS) thanks Sikorsky (S360) for providing an opportunity to 
present this proposal for its approach and methodology for designing and developing an e-
commerce solution to digitize and enhance their existing commerce business process.  

S360 has requested an E-commerce web module to integrate into their existing sikorsky360.com 
site. This e-commerce module will be used to initially sell publications and documentation, but 
will eventually be used to sell helicopter parts and other related equipment.  

Presently we understand the immediate purpose of the project is to extend sikorsky360.com to 
include e-commerce capabilities. This will include integrating with an e-commerce package that 
includes a shopping cart and administrative capabilities as well as a payment processing 
system. 

SOACS has executed many similar projects and has sizeable experience and resources to 
execute this project. We specialize in e-commerce/e-commerce solutions and apply the proper 
level of analysis, design and implementation using the Rational Unified Process (RUP) for all its 
projects.  
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2 Project Functional Requirements 

2.1 Present System 

Sikorsky presently has a process to sell technical publications. Orders are presently taken via 
phone, fax and email from both customers and internal sources (employees and new aircraft 
sales). Presently, there is an existing Microsoft Access system (UI) which connects to Oracle 
Database that is used to place orders, print pick-tickets, shipping labels and invoices. Document 
Administrators use this application to place the orders. Once the order is placed in the system, 
the invoice is e-mailed to the cash management group and products are shipped out to the 
customer typically using DHL. The product is shipped as a hard copy or CDs containing PDF 
files. 

There are 3 business processes scenarios that require technical publication ordering and 
shipment: 

New Aircraft Buys  – The customer service manager completes a checklist with the customer at 
the time of aircraft acceptance. The tech pubs are part of this checklist and are either with the 
aircraft or at the customer’s site. 

The document administrator is initially notified about the aircraft sale via an internal Product 
Support Instruction.  This paperwork, which is e-mailed to the Document Administrator’s Group 
provides them with the details of the aircraft sale; aircraft #, address to ship manuals to as well 
as which suite of manuals to ship and the expiration date of the documents. The Document 
Administrator’s job then is to set up an account for the customer using the Microsoft Access UI 
access with a 2-year expiration date (unless noted otherwise) and to ship the documents by ship 
date provided. The cost of the initial manual shipment is embedded in the sale price of the 
aircraft, this is money that the Document Group does not see.  They only see money on 
expiration renewals and existing customer orders.  

Manual Orders  – a customer can order one of the following: 

Manual only 

Manual and Revision Service 

Revision Service only 

Typically the customer would exercise these options after their “free” two (or three) years of 
revision service expires following an aircraft buy or when an aircraft is re-sold. 

 

Manual Revision Service Renewals  – a customer can order a revision service only for a 
manual they already own, or renew their existing revision service. A customer may have multiple 
revision services, even for the same manual. 

2.2 Goal and Objectives 

The SOA Consulting Services understands the key requirement of S360 is to provide an 
integrated solution for e-commerce capabilities and build e-commerce web modules that 
integrated seamlessly into the sikorsky360.com site. The first e-commerce module will sell 
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publications (documentation manuals) ordering and shipment. The high level functions include 
the following: 

a) Web Ordering  - Web based ordering of manuals, revision services and revision service 
renewals by customers using credit cards. 

b) Purchase Order based Order Approval/Release  - ordering of manuals, revision 
services and revision service renewals by customers using purchase orders. 

c) Order Status Inquiry  - Customers can view the status of their orders. 
d) Profile Update  – Customers can update their credit card data and bill-to information. 
e) View Revision Services  - Customers can view their revision expiration dates 
f) Fulfillment   - Shipping of the order by the Document Administrators in warehouse.  
g) Invoicing - functions by Cash Management and collection of payment. 
 

The existing present manual system will be supplement and integrated into a new e-commerce 
system that will automate the electric payments for commercial publications only (not military) 
and send e-mails to Document Administrators of the Microsoft Access System such that all data 
will be pre-existing into the database and the administrator can continue with a process to ship 
the products. 

2.3 Users 

There are essentially two categories of users that will use the first version of the e-commerce 
module; customers and internal sources (employees). Customers must be registered in order to 
use the e-commerce module. The Administration User interface of the E-Commerce Suite (if one 
exists) can be used by the Sikorsky internal employees. 

Users of the Sikorsy360.com e-commerce modules will be provided by two subsystems that are 
integrated: 

a) E-Commerce Custom Module  – This provides the UI for the Customers to view 
products and order online. 

b) E-Commerce Suite Module  – This is typically a packaged subsystem that allows 
users (internal Sikorsky) to view order history and administer e-commerce 
parameters (shipping and handling costs etc.) 

c) Payment Processing Module – This is typically a system like PayPal that provides 
users (internal sikorsky) a UI manager to view transactions and print reports.  

NOTE: Sikorsky Internal Employee Users  - Right now, Sikorsky employees use an internal 
form to order publications. This form, an SA 1219 form is either faxed or e-mailed to the 
Document Administrator’s group.  Sikorsky employees purchase their documents by using their 
department/cost center budgets.  They are provided with a charge number for this payment and 
nothing is invoiced or forwarded to account receivable. The charge number provided pays for the 
labor and material. 

Sikorsky Internal Employees will continue to use this process and will not be able to purchase 
using the e-commerce module. 

Below is a diagram demonstrating the users involved in the e-commerce system for the first 
phase of this project. 
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Figure:  User categories of E-Commerce System. 

 

2.4 Registration Process 

User’s must be registered with the sikorsky360.com site in order to purchase tech pubs online 
using the e-commerce module. This registration approval process will associate a web user with 
a Sikorsky company (customer). In addition, standard user profile attributes will be retrieved. 
This will provide the web user profile with the necessary attributes (including the company entity 
and its attributes) that can be used throughout the user’s session. The user profile attributes can 
be used to determine whether the user will have access to the e-commerce storefront and if so 
what aircraft models will be available for purchasing tech pubs. 

2.5 User’s Profile 

Upon login into the sikorsky360.com, a user profile will be pulled from the appropriate source 
and used throughout the user’s session. This section will describe the commonly used user 
profile attributes and how they are used throughout the e-commerce system to control access to 
functionality.  

a) What user attribute is being used to determine access control to aircraft models? 
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The user profile will contain the user's company an d aircraft serial number to identify 
personalization (for example, access control to air craft models). 
 
 

2.6 Banner 

This section contains the main banner information needed that will appear on every single page 
of navigation for the S360 e-commerce site. Sikorsky has an existing banner that could possibly 
be changed, however we are stating that the e-commerce module will not change the banner. 

All e-commerce functionality will be present in the markup fragments below the banner. This 
includes the following: 

a) View Cart Link - this will appear on a side menu bar only. 

2.7 Products 

The available products that will be sold via the e-commerce module will be the following : 

a. Publication Manuals 

b. Book Number 

c. Book title 

d. Technical Revision Number 

e. Revision Date 

f. Price –Book Only 

g. Price Book and Revision Service 

h. Price Revision Service Only 

i. Quantity 

j. Binder (checkbox) 

k. Binder Quantity 

l. Manual  and Revision Service 

m. View Revision Service Only 

n. Renewal of a Revision Service  

o. Binders 

p. CD of PDF 

 

2.8 Cross-Selling and Up-Selling 

There will be cross selling capabilities. They are outlined below : 

When users place a publication in their shopping cart, they will be presented with options to 
purchase binders and revision services as well.  
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2.9 Site Map 

This section contains the main menu items that will appear on the e-commerce module template 
page. It also describes the menu items for each menu bar and the tree structure for the web 
navigation for the S360 e-commerce site.  

Typically SOACS will provide the customer with a JavaScript menu toolbar that can be easily 
configured and extended to provide the navigational capabilities. There can be multiple 
instances of the toolbar on the site (say left navigation and top menu bar etc.). We outline the 
navigational tree structure of the main e-commerce menu bar to get a better idea of what the 
client is interested in seeing. Additional menus can be added. 

 

Following is the main menu bar for the e-commerce page for the SIKORSKY360.com site: 

�� Products: 
o Publications 

�� S-61 
�� S-76 
�� S-92 

o Revision Services 
o Renew Revision Services 
o Binders 

�� Order Status 
�� My Profile 
�� Search 
�� View Cart 
�� Help 
 
Appendix D show the site map in more detail. 

2.10 Portal Site Areas 

2.10.1 Order Publication’s Site Area 

User will be able to navigate to a site area referred to as “Order Publication”. In this site area the 
user will be able to: 

2.10.2 View Revision Service Site Area 

User will be able to navigate to a site area referred to as “View Revision Service”. In this site 
area the user will be able to: 

Display their revision services 

Book Number 

Book Title 

Expiration date 

Quantity 
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All revisions will be displayed in descending date order. Services that will expire in 90 days are 
highlighted.  

2.10.3 Renew Revision Service Site Area 

User will be able to navigate to a site area referred to as “Renew Revision Service”. In this site 
area the user will be able to: 

Display their revision services 

Book Number 

Book Title 

Expiration date 

Quantity 

Price 

Renew (checkbox) 

 

All revisions will be displayed in descending date order. Services that will expire in 90 days are 
highlighted. User will be able to check renew of any combination of listed items and add them to 
the shopping cart. 

2.10.4 Order Status Site Area 

Users will be able to navigate to a site area referred to as “Order Status” where they would be  
able to check on the status of orders within the company. They can do the following: 

a) View all orders placed for the company associated to them, not just their orders. 
Attributes include: 

i. Order # 
ii. Order Date 
iii. Purchase Order 
iv. Total Items 
v. Total Amount 
vi. Status 

1. SHIPPED COMPLETE 
2. IN-PROCESS 
3. AWAITING APPROVAL 

 

2.10.5 My Profile Site Area 

Users will be able to navigate to a site area referred to as “My Profile” where they can view and 
edit profile data. The following information will be editable: 

Add a new credit card on file. 
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View existing credit cards on file. 

Edit existing credit card information for all credit cards on file. 

Set preferred credit card. 

Add new shipping information entry. 

View existing shipping information entries on file. 

Edit existing shipping information. 

Set default shipping information method. 

Add new bill-to information entry. 

View existing bill-to information entries. 

Edit existing bill-to information entry. 

Set default bill-to information entry. 

 

 

Note: E-mail ID is key to existing credit cards on file. 

2.10.6 Searching Site Area 

The following list all the search functionality provided by for the Customer users: 

a) Users will be able to search for publications by title, description and productID. 
b) Users will be able to search for possible revisions. 
c) User will be able to search for their existing revisions. 

Search Results will adhere to the following guidelines: 

a) Style will be custom repeated line 
b) Display Price for Search Results 
c) Number of Results Per Page will be unlimited 
d) Number of Results Per Row 1. 
e) Ordered by title. 
f) Maximum Number of Search Results will be 100. 
g) Include Cross/Up Sale information? 
 

 

2.11 User Shopping Cart Experience 

Users that are logged into the sikorsky360.com site will have a user profile. The attributes of this 
user profile will determine whether they can see the e-commerce module, the portal page and 
tab that allows them to enter into the particular e-commerce module. If the user has access to 
the e-commerce module, the user will be able to navigate to a list of product categories (aircraft 
models). The models shown in the list will be only the model that the user has access to viewing. 
Once a model is selected from the list, all the publications will be shown to the user along with 
revision possibilities. The user will add items of the list to a shopping cart and view the cart 
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contents. At this time cross-selling capabilities will come into play by offering the user binders 
and other associated items which can also be added to the cart. When viewing the cart there will 
always be a checkout cart button that the users can use to check out. 

2.12 Checking Out Basket 

Users that check out their basket of products can use a credit card or a purchase order. There 
will be instruction on the page for the user to choose one method or the other.  

 

The checkout page will request the following data from the web user: 

a) Bill-to Information 
b) Ship-to Information 
c) Credit Card 
d) Shipping Instructions 
e) Shipping Methods 
f) Purchase Order Number 
 

The application will calculate tax and freight charges and displays them on the final checkout 
page before the web user can place and order. 

If the user checks out using a PO, the user will be instructed to do the following: 

a) Enter their purchase order number on the form. 
b) Print the prepared page for submission to Sikorsky 
c) Create page with the PO on a company letterhead.  
d) Fax the page over to the Fulfillment Department. 
 
Note: E-Commerce module will display appropriate e-fax number, phone and emails 
that are needed by the user. 
 

             All data that the user enters on the web page when purchasing via PO will be persisted in the 
database with an associate hold status value of “AWAITING APPROVAL”.  Once official PO 
based orders are received by Sikorsky they will require review and release by Sikorsky staff. 
Once PO is accepted by cash Management, they notify the Document Administrator (Fulfillment 
Department) which changes this status value to “IN-PROCESS” using the Microsoft Application. 
They then ship the manuals and change the status to “SHIPPED COMPLETE." 
 
The PO does not have to get cleared through Cash Management unless it is a new customer 
because the customers have already gone through the approval process. Once the Document 
Administrator receives a customer PO they just go ahead and process the order. So, essentially, 
they are processing the PO to generate an informal invoice for Cash Mgmt. and creating a 
Shipping Packing Slip the order is "IN-PROCESS." The order is considered shipped once The 
Document Administrator has created an airway bill / tracking # from DHL, etc. 
 
If the user checks out using a credit card, the card is debited and the user receives a response 
page telling them that their products will be delivery in 3-5 business days. All transactional data 
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is persisted into the database and the Document Administrator receives an email with the details 
of the order. 
 
The final web page will show the web user their complete order and information. A place order 
button will complete the order. An email will be sent to the user as confirmation of their order and 
will show the same information that the final web page displayed. 

 
Will users be able to download PDF document? 

 

2.13 Payment Processing Capabilities. 

Sikorsky employees will be able to use a UI for the payment processing system. 

2.14 Security Capabilities 

Only authenticated users will be able to shop on S360. In addition, their user attributes might 
effect the way products are display or purchased. There is no security logic that differentiates 
individual users within individual companies. All users within a particular company will have the 
same access rights within the e-commerce module. 

2.15 Dynamic Forms and Validations 

S360 requires several dynamic forms on the e-commerce site. With each dynamic form 
accompanies the JavaScript code needed to validate each form. Validation is done to mandate 
certain fields be filled out and require certain data entered in fields adhere to the proper format 
required by the e-commerce owner. This ensures the proper successful processing of the form. 

The following forms will be needed on the web site: 

�� Shopping Cart Basket – This is provided by the E-Commerce Software. 
�� Credit Card Processing – this form is typically provided by the PayPal system via 

PayFlow Link, however if we use the PayFlowPro Java API, this form must be custom 
since we want to capture the transactional data before posting to PayPal. 

�� Payment Methods – Custom 
�� Shipping Methods – Custom 
�� Bill-To Methods - Custom 

2.16 Discounting 

There is no discounting strategy for any products at this present time. 

2.17 E-Mail 

There are several times during the e-commerce experience when e-mail notification will be used. 
They are outlined as follows: 

E-Mail to Customer - After checkout of a basket of products an email will be sent to the user with 
the summary info of the purchase. This email can contain a link back to the site so the user can 
check the status of the order. 

From : sikorsky360 
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To : Customer 

Subject : Sikorsky360 E-Commerce Pubs Order Confirmation (order#) 

Complete Order (see b) 

E-Mail to Shipping Department - An Email with all the order information will be sent to the 
shipping department with the following attributes : 

From : Sikorsky360.com 

To : derek Fatsy 

Subject : Sikorsky360 E-Commerce Pubs Order Confirmation (order#) 

BODY 

Order Number 

Order Date 

Customer ID 

Email Address 

Phone Number 

Shipping Address 

Shipping Method 

Billing Info 

Shipping Instructions 

Complete Order Summary 

   Approval or denial of a purchase order ? 

Revision service expirations will be tracked and customers will receive notifications 4 weeks prior 
to expiration date. This email notification will contain a link back to the sikorsky360.com site and 
once the user logs in will be directed to the appropriate location of the site to renew revision 
service. 

From : Sikorsky360.com 

To : Customer 

Subject : Sikorsky360 – Revision Service About to Expire. 

BODY 

Customer 

Lines for each item that should be renewed. 

Book # 

Book Title 

Expiration Date 
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Quantity 

Price to renew 

Message – Revision Service is About to Expire, in order to renew, click the link and renew 
service. If you want to renew and set auto renew for all products click link below. 

 

2.18 Internationalization 

This section contains all the international issues associated with the e-commerce module. The 
languages the e-commerce will support are the following: 

Language – English 

Currency – US Dollars 

2.19 Method of Payment 

Customers will have two method payment options  

Customers may use a credit card to purchase products. User will be aware of a successful of 
failed purchase in a response page. 

Credit Card Attributes 

Card Holder 

Card Type 

Visa 

Mastercard 

American Express 

Discover 

Card Number 

Card Expiration Date 

Three digit code 

Customers may use a Purchase Order to purchase products.  

7 digit Number 

This requires the user to fax the order info, PO and company logo to a efax number. This 
typically results in the Faxed PO entering a mailbox destination for auditing reasons. Since 
sikorsky360.com e-commerce module is automatically processing the PO via email, the extra 
manual faxing step is for auditing purposes. 
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2.20 Sales Tax 

Sales tax must be collected in the states CT, NY, NJ, PA and FL. NY also has a county tax in 
addition to the state sales tax that must be collected. NJ resident may have exempt status. This 
needs to be confirmed and defined. 

This section should describe the sales tax per zone : 

ZONE NAME TAX PERCENT SALES TAX 
LABEL 

TAX SHIPPING 

US (EST) 6% Goods and 
Service 

No 

    

    

  

2.21 Shipping & Handling 

Shipping of the product requires the following requirements: 

Only one shipping address is allowed per order. 

If individual line items require shipment to different addresses, separate orders must be placed. 

Terms and conditions - The e-commerce module will not show the inventory of products that are 
being sold on the site, however there must be a terms and conditions that state what the 
expected shipping terms are (e.g. subject to prior sale, should ship in 3-5 days, etc. 

There will be no taxes on shipping charges. 

Shipping to a P.O. Box is not allowed. 

Shipping charges will be applied when necessary. 

Users will be able to use their own shipping account – they can include it in the faxed and online 
PO, or when ordering by credit card they will be able to specify their own shipping services. 

 

Shipping charges will be based on the value of orders. The chart below contains the specific 
rates : 

 

Domestic : UPS Ground (or USPS in some circumstances) 

International : DHL 

 

 Domestic International 
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If your SUBTOTAL  is : Add : Add : 

$1.00-$300.00 $60.00 $120.00 

$300.01-$600.00 $90.00 $150.00 

$600.01-$1,000.00 $120.00 $180.00 

$1000.01 or more 15% of order 20% or order 

 

 

Domestic customers  : We must add applicable state and local taxes for orders shipped to CT, 
PA, FLA, NJ and NY. 

 

International Customers  : Our shipping and handling do not include customs or duty. All 
customs fees, import taxes, duties and similar charges for international customers are the sole 
responsibility of the recipient. 

 

2.21.1 Express Delivery 

Express delivery will be available for domestic delivery credit card orders only. 

 

Express delivery charges will be in addition to  the standard shipping and handling charges 
listed. 

 

We can expedite credit card orders via UPS 2nd day Air for an additional $20.00 (within the 
continental United States). There is an additional $10.00 surcharge for shipments to Alaska, 
Hawaii and all U.S. territories. 

 

If you place the UPS 2nd Day Air order : 

Before 10 :00AM Eastern Standard Time Monday through Friday (excluding U.S. holidays) – we 
will ship the same business day (pending availability of the item) 

After 10 :00 AM Eastern Standard Time Monday through Friday (excluding U.S. holidays) – we 
will ship the following business day (pending availability of the item) 

On Saturday, Sunday or on U.S. holidays – we will ship on the following business day (pending 
availability of the item) 
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Order will arrive within two business days of the shipment date. 

 

Note : International orders will NOT be able to use the express delivery services. 

2.22 Zones 

Zones such as US or Canada are typically used for tax and shipping rules. The following zones 
will be supported in sikorsky360.com e-commerce modules: 

a) Atlantic Standard Time (AST) 
b) Eastern Standard Time (EST) 
c) Central Standard Time (CST) 
d) Mountain Standard Time (MST) 
e) Pacific Standard Time (PST) 
f) Alaskan Standard Time (AST) 
g) Hawaii-Aleutian Standard Time (HST) 
h) Samoa standard time (UTC-11)  
i) Chamorro Standard Time (UTC+10) 

 

2.23 Printing Capabilities 

S360 web site browser users will be able to print any of the web pages using the standard 
browser printing capabilities. Presently there are no requirements to generate pages in PDF for 
well formatted printing; e.g. like order summary and other desired pages that will most likely be 
printed.  

2.24 Session State 

The shopping cart data will not persist from session to session. 

2.25 S360 Responsibilities 

S360 will have responsibilities to be carried out in order for the e-commerce application can be 
successful. They are listed below. 

Provide product page data; images, product name, description, price, productID, etc. 

Provide what data needs to be retrieved from all forms. 

Provide the exact validation rules for all form data. 

What data needs to be stored in the database in order to define tables. 

To provide data information for the screens so that screen prototypes can be finalized. 

Specify all email addressed needed in the web site. 

2.26 Scope Inclusions 

The following are in scope of this assignment: 

�� Build a standard e-commerce framework module to integrate into sikorsky360.com. 
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�� Build the E-Store site area for viewing products; technical publications, revision services 
and publications with revision service. 

�� Build Customer needed functionality such as order status lookup, revision expiration 
lookup and search capabilities. 

2.27 Scope Exclusion 

Web based ordering for new aircraft – the current process will be used. 

Web based ordering for employees – the current process will continue to be used. 

Custom Reporting capabilities – Sikorsky will use standard reporting from commercial products; 
such as commercial commerce suite, PayPal manager etc. 

Integration with inventory process. 

Integration with distributor’s web sites and e-commerce sites. 

Integration with manufacturer’s web sites and e-commerce sites. 

SOACS understands that there is no requirement for generation or printing PDF. 

Keyword analysis, search engine preparation and search engine submittal. 

Customers capabilities to track shipments using sikorsky360.com. 

Recurring Payments 

 

3 System Requirements 

4  

4.1 JavaScript Menu 

SOACS uses the Visual Menu Pro  product from Open Cube, Inc. for its applications. This 
provides a good visual development environment and a properties driven menu that is flexible for 
changes and scalability when application functionality grows. Since SOACS is a distributor of 
this product and partner of Open Cube, Inc., they require that the client purchase a single 
application license of this product for their web site. 

 

4.2 Flash Capabilities 

SOACS is capable of designing and developing FLASH components that introduce dynamic 
multimedia advertising capabilities in order to enhance sales and marketing for the 
SIKORSKY360.COM site. There are several components that can be introduced. 

Flash Sniffer 

The initial page of a web site can include a FLASH sniffer that determines whether the 
user’s browser includes the FLASH plug-in. In the event that the browser does not 
support FLASH, it can re-direct to a non-flash page.  

Flash Intro 
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This is an introduction movie that gives a 10 second company overview of products and 
services playing sound and animation. This intro is used as a marketing vehicle to attract 
customers to your site.  

Flash Movies 

There can be additional movies on the website that play on pages.  

SOACS understands that there are no flash requirements at this time.  

4.3 E-Commerce and Shopping Cart Software Capabilit ies 

In order to provide e-commerce capabilities into sikorsky360.com, SOACS plans to integrate an 
E-Commerce Suite Software package into the sikorsky360.com site. Typically these software 
packages come with a shopping cart, administrative front end and can integrate with databases, 
QuickBooks and custom application code. The following is a list of functionality we would expect 
the E-Commerce Software to provide: 

a) PayPal integration 
b) Oracle Database integration 
c) Dashboard capabilities – displaying visual mining results. 
d) Customizing categories, templates, items, marketing promotions. 
e) Reporting: Sales reports; by category, by product, by customer, top sales, etc. 
f) Viewing/ Searching Order Information 
g) Customization of skins (shopping cart pages). 
h) Configuration options - security attributes, shipping methods, email directs, 

return links, tax calculations, currency, what customers can see and what they 
can’t see. 

i) Capture data that is submitted for transactions into arbitrary Oracle database. 
j) Allow users to maintain their shipping and handling and payment methods 
 

4.4 IP Black List 

This section lists all the IP addresses that are prohibited from accessing the sikorsky360.com e-
commerce store front 

No blocked IP addresses at this time. 

4.5 Integration with Cash Management 

The Document Library Group will handle all interactions with the Cash Management Group. 
However, Cash Management needs to define all name/value pairs of parameters that are 
needed in the event of a credit card being processed. 

4.6 Web Hosting Solution 

S360 will provide their own hosting for the sikorsky360.com application. This will be a machine 
running Redhat Linux and Tomcat Application Server. There are two other components that 
need to run with sikorsky360.com to provide the e-commerce capabilities, that is the E-
Commerce Suite application and the Pay Flow Pro Gateway. 

 The hosting technical requirements are outlined below: 
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Sikorsky360 

�� App Server – Tomcat 
�� Languages used – Java Server Faces (JSF), JSP, JavaScript. 
�� Database – Oracle. 

E-Commerce Suite 

�� App Server - Tomcat 
�� Database Oracle. 

  

 Pay Flow Pro Gateway. 

�� Pay Flow Link – external app hosted at PayPal. (transactional data only captured at 
PayPal) 

�� Pay Flow Pro - Java Application Server to run JAR files. (Transaction data captured by 
custom java code, then java API used to communicate with PayPal) 
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Figure:  General Architecture of E-Commerce System. 

4.7 Encryption 

The e-commerce module might need encryption. This is typically done when emails are sent to 
vendors and customers and where logging occurs. Two things are typically required: 

GNU Privacy Guard (http://www.gnupg.org/download.html) 

PGP Keystools (http://www.pgp.com/downloads/desktoptrial.php) 

E-Commerce software can prevent the credit card info from appearing in the emails and  log 
files. We will assume that since all the confidential email data will be sent from Sikorsky email 
server to an internal Sikorsky email address encryption is not needed. In addition, logging is 
being done in the intranet behind a firewall an is protected and encryption of data in log files is 
not needed as well. 
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4.8 Database Capabilities 

An E-Commerce Suite comes with an administrative front end that operates on a database 
schema. This database schema will be the only set of database tables that the administrative UI 
and store front should use. However, presently there is an oracle database that the Document 
Library Group uses for their Microsoft Access Application that connects to Oracle. 

It will be required that the manual process for selling technical publications will not be changed, 
but will be supplemented with an e-commerce suite and payment processing system and 
Sikorsky will move forward using and e-commerce suite’s database schema as much as 
possible to utilize the full potential of the E-Commerce Suite. 

See Appendix C. 

4.9 Security 

There are several possible URLs that need to be secure in the e-commerce system. They are as 
follows: 

a) Complete URL to a SSL Secure Shopping Cart Executable 
b) Alternate SSL Check-out HTML Template 
c) Alternate SSL Verify HTML Template 
d) SSL Thank You Template File 

 
Sikorsky360.com UI design for the e-commerce system will determine which URLs need to be 
secure and why. Any sensitive information that needs to be secure will be secure. 

4.10 Search Engine Preparation and Submittal  

4.11  

There are 4 phases of search engine preparation. They are outlined below: 

Key Word Analysis  

Site Code Preparation 

Web Site Submission 

Pay-Per-Click 

SOACS understands that there is no requirement at this time for this functionality.  
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5 Appendix A – Email Sample 

6 Appendix B – Sample Invoice 

Figure:  Sample Email. 
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Figure:  Sample Invoice that Document Library Group sends to Cash Management. 

7 Appendix C – Database Tables 
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Figure:  table 1 
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Figure:  table 3 
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Figure:  table 4 
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Figure:  table 5 
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Figure:  table 6 
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Figure:  table 7 
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Figure:  table 8 
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Figure:  table 9 

8 Appendix D – Site Map 
 



Sikorsky360.com E-Commerce                                                                 SOA CONSULTING SERVICES 

Appendix  Page 36 of 36 

Figure:  Site Map 


